our proposed attack is immune to the many of the effectiiy phishers to cashers[9], as it increases the likelihood that
deployed phishing countermeasures, we see a high threattfa attackers will be able monetize the information.

such a simple attack and the incentive for attacks to consider ) )

implementing it. In response, we propose a countermeastre! ¢ Router Population At Risk

that can be used to ght script-injection and modi cation In 2006, in the US it is estimated that 8.4% of all house-

attacks from home-routers. holds have a WiFi router, and in Europe it's 7.9% [10].
These numbers do not include home routers that do not have
A. A Specific Injection Attack: Form Forking wireless capabilities. The percentage of routers with default

S . asswords, and passwords in small dictionaries is estimated
We focus on a speci ¢ injection attack, which we call For . .
. . X , 0 be substantial[1], [4], at relatively 25%-35% for the former

Forking. This is done to provide concrete evidence of the
> L : . S and another 20% for the latter. Grossman [11] shows a
potential of script injection attacks in a setting similar to . . . .
method in which home routers with default or easily guessed

attacks that are currently performed, not to represent the wors .
. N . passwords can be attacked by re ecting attacks off a users PC
possible script injection attacks. In fact, variants of cross-sife

scripting, and click-fraud are two other attacks that can be ' & fraudulent web-page. Therefore, there are hundreds
pung, N 4 0(? thousands of routers deployed in both the US and Europe
easily empowered by script injection attacks on home ro terﬁiat are at risk. If such an attack is successful at logging on

Our attack can be thought of a variant of phishing % a router, it can make the router remotely administrable,

itgg[rgglezci tl:r)]l?t I%[a:;n Snm(pee ﬁ:sm];lorrgatfenittgs;; rr11I§threerSuzialr(r:eﬁange its password, and return the routers IP address to
' P g si . quirt, attacker, who can then attack the router by changing its

an attacker to send fraudulent emails to potential victim T -
: - . . rmware at the attacker's leisure. Similarly, Hu et al., Traynor
with the hope of enticing them to fraudulent sites (i.e., the .
. N . et al. and Akritidis et al. [4], [5], [6] have suggested methods
social conning); nor does not require that the attacker develg . X .
tN"which malware can propagate to such wireless routers via

fraudylent _S|tes that |m|Fate Iegltlmat(_a ones. |r_1 thls Way {lireless worms on infected neighboring routers and/or laptops.
has immunity to the typical choke-points of phishing: spal

revention and fraudulent site take-down. Of course, it doqgéJ rther, they have shown that, at least in theory, the risk of
preve . . , Ny » It 9O&Fch contagion is large, with tens of thousands of routers being
require the infection of a user's router with malware. Given . h T : .

mchted in short periods of time in major US cities based on

that phishers already use botnets to push spam, it is reasonable, " . .
egldemmloglcal modeling.

to assume they would consider using networks of malwar . . N
One argument against such worms attacking or viral infec-

infected home routers [4], [5] to perform attacks. tions of routers has been that there is a general lack of a

The attack works by placing a man-in-the-middie (MITM)nomogenous platform to attack, with different vendors using

attacker between the client and the server on the user's rou}ﬁﬁerent operating systems, unlike the PC environment in

modﬁymgl all (non-encrypted) HTML form pages requested b\X/hich there are only a few families of operating systems to
the client's browser on route from the server. Any web pa

that will submit inf tion to th i b di dgae[tack. Opponents have stated that one needs to develop a
at wiit submit information 1o the server will b€ mMod €0 yi¢te rent version of the worm for each platform, but this fails
so that the same information iglso sent to the attacker

N . o to recognize that there is a common operating system, based
(possibly indirectly, so that anonymity can be maintained). be Linux and freely available at openwrt.org, that works on

result is a c.)Od of.personal data, usernames and PaSSWOf gny of the different hardware platforisTherefore, once
correlateq with a given user and the sites V'S.'tedt resulting é'ampromised, an attacker needs only update the rmware with
valuable information. Because the HTML modi cation procesg appropriate build of the openwrt.org code, building their

s almos_,tweb pageand browserindt_apend_ent, the_process Cafytack on this common platforfnThe work of building code
be applied to all web pages a client visits. This attack do multiple platforms has thus largely been solved.
rely on the use of scripts, but this is a feature that is nearly

ubiquitously enabled on users' browsers to take advantage®f Router Malware: A Distinct Problem

modern web sites. Additionally, the client will see rendered While there has been much previous work on malware
exactly the same v_vebpage as _the Iegltlmgte web page Y‘ﬂ[ﬂe of it has focused on the different setting that routers nd
some.completely hidden, undesirable functionality (assum"ﬂgemselves in, as opposed to PCs. Note that the replacement
the client does not look at the page's source code). Furthgf, v« oniire machine's operating system is not something
because the attacker can expect a large amount of data fro & would normally be contemplated by malware authors on

same client, it is possible in many situations for it to CorrEIatt?aditionaI PCs. Replacing a PC's operating system would be
data of a given user across many visited web pages to construct '

large identity, password and credit pro les; it is known that 2The site openwrt.org lists dozens of models on which their software is
such portfolios of information on a given individual haveknown to run, and many more dozens where it is expected to run but has not

i : ; ; ; :  been tested. Signi cantly, many of the most popularly deployed models have
traditionally provided for premiums in the sale of mformatlorllf;een tosted and shown 1o run the software.

3We note that determination of the appropriate model of router can generally
1These would be variants of the traditional attacks such as XSS, as tredetermined from the routers own information pages, or by using traditional
attacks would not rely on security aws on server side scripts due to i8S ngerprinting techniques and wireless driver ngerprinting techniques [1],
inclusion by the router. [12].




a long cumbersome process, and would quickly be detected. Il. THE SCRIPT-INJECTIONATTACK
Yet, due to the fact that few router users are even aware ofW : s

. . . e introduce a form of script-injection attack that we
the fact that their machine has an operating system, let alon

the ease with which it can be replaced unnoticed makes thiiajl Form Forking. The attack causes the router to scan all

reasonable attack. Explicitly, most users do not interact wi on-encrypted) HTML web pages that pass through it as

. ) TP responses from web servers, and maliciously augment
their routers once they are operating properly, and rather treat - L
; ose containing HTML forms. The modi cation causes form
them a sole-purpose appliance.

A tioned in the last secti h rout f submission data to be duplicated and sent to the attacker. This
S mentioned In Ihe 1ast section, such routers are requenitéydone most simply by having the appended JavaScript cause

deploy_ed insecurely. Further, currently ther_e areé no _SOftW_ Ofm submissions to fork: the originally intended post and a
Qetgctlon or defense products for them. This means |nfect|88py speci ed by the attacker both happen. The attacker can
is likely to be undetected and non—resolvaple by most use Fso include important meta-informationits post, such as the

In fact, frequently the rewall on the router is seen as part q urrent URL, IP of the recipient, or other information such as

the defensive system of the home users computer neton okies (a current mechanism used in practice to help fend

meaning attacks on the router q”ectly weaken the secur phishing and strengthen web authentication mechanisms).
model of the PC. Malware is installed on these devices

by rmware upgrade, replacing the royter's eljt.ire operating Brief Technical Overview
system in an irrevocable manner, making traditional malware ) ) ) )
detection and removal technologies that reside on the clientVe implemented and tested this attack to ensure its feasi-
suspect. This is not the case with home PCs. Therefore, 8iffty @nd functionality. In our implementation, we infected a
work shows the need to protect all of a user's programmaiiksys WRT54GL router running the White Russian Open-
infrastructure from malware, not just the PC. Similarly, web?VRT rmware[13]. A transparent proxy server, TinyProxy was
content providers must consider attacks that interact with Jistalled on the router to intercept HTML web pages coming
system infrastructure, especially that likely to be deployed Rrough the router from the Internet, so they could be modi ed
the home insecurely. by Fh.e attacking software _and then transmitted to the mtended
Failures or problems in a legitimate router rmware upgradéecipient on the LAN. This proxy prevented us from having
processes can result in permanently unusable routers, as'thiterface directly with the TCP/IP stack to capture HTTP
rmware upgrade removes the currently installed * rmward'@f € traversing the router. Our attack was mounted using
upgrade process', but fails to produce a stable replacem@nfeCcond proxy server, Privoxy, that simply re-writes content
process. We argue that this property makes it highly unnke%ﬂrgnsfers using .regular expression s_ubstltutlons. There was
that commercial entities will offer third party scanning andthing preferential about the selection of the WRT54GL
defense products that sit on the router, as the improper instal@/ter other than it supported the White Russian rmware.
tion of such software could cripple the device, causing seriof)S Mentioned previously, this software and its predecessor
consumer relations headaches and cbdtnally, rmware (Kamakazi) are supported on a vast array of home router

upgrading allows attackers to lock others out of the rmwarBiodels’ The use of Privoxy and TinyProxy simplied the
upgrade process, by having it install a rmware upgrad%ttaCk’ and the software is fairly small (installation required

process that uses cryptographic code-sign to ensure thatCQly 230KB on top of the base OpenWRT installation, includ-

future rmware upgrades are signed by the attacker. Thidd dependencies). A more dedicated attacker could specialize

implies that once a device is infected, such security softwareN€ attack, to require little extra resources, (rmware memory

if it existed—could not be installed. being the scarce resource on these devices), but we made
no effort to compact or minimize the proxy software for
D. Outline our proof-of-concept implementation. In Privoxy, we used

variants of the following simple, perl-style, regular expression

The remainder of this paper is outlined as follows. In Se¢p append each page with JavaScript that performs the forking
tion Il we give a high-level description of the script injectiorygtack:
attack, and some of its technical bene ts and motivations
from an attacker's perspective. In Section Il we propose® ! </Pody>l<script type="text/javascript">
countermeasures to script injection and modi cation attacks. /..ot s</poay>
that allow servers and/or users to detect the presence of
such attacks. We also provide some basic quantitative resultdhis is a substitution expression that seeks the closing
measuring the ef ciency of our countermeasures. In Section i/body> tag and inserts the forking script just before it.
we give speci ¢ technical details of our Form Forking scrip¥Vhen loaded, the script attaches a function to all forms in

injection attack on a common home router. Finally, we covéiie page so that when form submission is triggered, the page
related work and give our nal conclusions. sends a copy of the data to the attacker's server. This forking
attack is described in depth in Section IV.
4We note that many router manufactures imply that router owners risk

invalidating their warranty if they perform manufacturer supplied rmware S5See http://wiki.openwrt.org/CompleteTableOfHardware for a complete list
updates, and we believe this to be due to the possibility of crippling router. supported hardware.
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Fig. 3. Duality of the on-submission path: can be throughdhgubmit
attribute,or the . submit () DOM object method.

I b ¢ SSL for § on 1 A secure post work as follows: if a server wants to receive
islg;;erf'ormgldp,r(\)/\?t?err(\e/'théofriji:nuissescént on acr)lr u(r)lraTJtSHechaciga a::r?:r?r?é?tgo n dential information from a C“en.t it sends th_e_C“em a
client. The authenticated channel is established just before the response W&D page, not encrypted or authenticated, containing a form
the bottom, the authenticated channel is established before the form is segj. request the information of interest and also a command to
initiate an SSL connection before the information is submitted.
Then, once the SSL connection is established the information
is securely sent across (see Figure 1). Of course, this does not
protect against Form Forking, as by the time the client has
received the form page, the damage has already been done: the
page has been modi ed to include the Form Forking attack.
Secure posts are often used instead of initially establishing a
proper secure SSL connection, due to the costs associated with
SSL connections. Many organizations, such as banks, do not
wish to incur the computational cost of performing asymmetric
cryptographic operations—implicit in SSL sessions—for each
visitor to their web-site, if many of those users have no inten-
tion of providing con dential information such as passwords.
Fig. 2_. Flow of Internet tr_afc through our proof-of-concept router: HTTPYet, at the same time the web-site designers do not wish to
:Legnc ;ﬁrgggﬁt‘;‘?ﬂg‘g‘r’gfy t';g:%g;ggtt&ag:g‘;ﬁ;zs tﬁg‘;;‘igﬁgse streams, g@ffce users to navigate to a separate web-page that is properly
SSL encrypted. The result is often the use of secure posts. For
example, perhaps many user visits a bank's website to search

We tested the attack against several popular web sites tig§tinformation on mortgage rates, or credit-cards, and never
use secure-post SSL connections (see Section 1I-B), and sRegvide the site with con dential information. In these cases,
that use forms on unencrypted communications channels. Tthgre is no need to provide encryption. Yet, at the same time,
results were, as expected, that each site appeared identicdhbank does not want to force its many banking consumers
the original site as viewed from the rendered web-browsef§, Navigate to a second site to commence online banking.
and that data entered in the forms was collected by ourWhile secure-posts may sound like a rare use of SSL, their
collection site, proving the feasibility of the attack on currerise is actually quite wide-spread. A partial list of sites that
commerce and banking sites. implement Secure Posts (as of June 2008) include chase.

) com, amazon.com, of cemax.com, facebook.com, discover.
B. Who is Vulnerable? com, target.com and hotmail.com. There are, of course, many

While any information that is sent via HTML forms or thatlesser known sites who also employ secure posts. We note
is stored in cookies is potentially vulnerable to Form Forkinghat recently chase.com updated their security practices, by
there is some information that is particularly interesting teequiring users to validate the browsers they use to access
modern phishers: authentication and nancial informationheir accounts; this is done by installing a cookie on the
This information tends to be protected by encryption, in thgser's browser, and checking for its presence on future login
form of SSL connections. If an SSL connection is establishegtempts. If the cookie's presence is not detected, then out of
before the form is sent to the web-browser, then the Forsand communication is used to check identity. However, they
Forking attack is muted. As the MITM attacker cannot modifgtill continue to use secure posts, meaning that an attacker
the page en route to the client, form information will noivould immediately have access to a victims password and
be doubly submitted. However, a signi cant number of largeookie. Therefore, Chase is still vulnerable to Form ForKing.
retailers do not properly enact SSL connectibefore a web-
form is sent to the client. Instead, they perform what is knowneWe note that by the time this paper went to print (Nov. 2008), Chase had
as asecurepost. quit using secure posts, and moved to using SSL in a secure manner.

Client

IPChains
NAT







codeD and a string of random bitR, produce an obfus- Let the data requested by the form $nbe represented by

be specied, we useO(D) to denote the random variablecombining the code ifC with the original web-pagé&. The
representing the obfuscated coddXfLet X ¢ be the web page code C now modi es the submit routines of the web page
that results from the random obfuscation of combined code ensure that before submission of user entered form data

web-pages X «— O(C||S), where ]|' denotes concatenation; computed. In particulaCC uses the browser's DOM to acquire
speci cally, it is the legitimate page eventually sent by tha current description of all of the JavaScript and HTML on the
server to the client. current web paget’ (not necessarily the same X9, because
a) General Case: C will begin execution when the web- of possible attack). It puts all of the scripts and HTML in

page is initially loaded. It will both compute a hash oft into a canonical form, and concatenates all of the strings
the JavaScripS and check the hash for consistency with & form T; it then computez = h(T;my;---;m,), where
previously computed checksum valge= h. In particular,C h is still a collision resistant hash. The script then submits
uses the browser's Document Object Model (DOM) to acquitee valuesmy;---;m,, andz to the server. The server, upon
a current description of all of the JavaScript and HTML on theeceivingmy; - --; m,,; z will check thatz = 2z’ wherez! =
current web pageX’ (not necessarily the same X9, because h(T% my;::;;m,,), and T° corresponds to the canonicalized
of possible attack). It puts all of the scripts and HTML intosersion of the JavaScript and HTML that the server sent of the
a canonical form, and concatenates all of the strings to fomeb-pageX ° sent to the client. If they are equal then the server
T; it then computeg = h(T), whereh is a collision resistant will assume that no attack has been performed, but if they are
hash such as MD5 or SHA1 (note the code for such a hashmist equal, then the server will shut down the account of the
contained inC). client, and notify the user that he or she has been attacked.

C will calculate the hashz, of a canonical formT, of the This noti cation should be through alternative channels, as in
JavaScript, HTML and external references on the current wits case the web channel may be compromised.
page (i.e.z = h(T)), which theoretically should contad{®, We note that in the case of forms, the server should still
and compare it to a previously computed valuebf h(T?) apply the general case transformation to prevent the injection
whereT! is the canonical version of °. The canonicalization of code that simply prevents the values;;:::;;m, and 2
is necessary due to the fact that different browsers hafvrem being submitted to the server. In this case, the router
different textual representations ¥f°. C then displays some could learnmy;::;;m,,, but the neither the server nor the user
appropriate warning page i # z°, informing the user that would be noti ed of a problem.
they there had been a script injection attack. ¢) The Effect on the Adversary: If an adversary tries to

There is one problematic caveat in the descriptio€oin perform a script modi cation attack, such as the Form Forking
a perfect world, the valug’ would be included in the codé attack presented herein, by injecting cd@ler modifying the
(in order for its equality to be properly computed), and thus ioriginal scriptS, then this will ensure that fox = h(T) that
TY, but the valuez’ is derived fromh(T") causing a problem z # z°, and thus the warning page will be displayed to the user.
in its calculation: circularity. Therefore, the valug must This is because the valie will now be a canonicalization of
either be kept in a section of JavaScript that is purposefullige JavaScript il which now contains bottX’ and P, as
excluded from the composition af’ (and thus not included opposed to onlyX ’.
the computation of the hash), or it should be contained in anOf course, the immediate and obvious counter-
externally loaded resource, (such a reference remains constantntermeasure for an attacker who expects servers to
and is hashed, but its content is not). The limitation of whekee adding the tamper-proo ng codg’, is to have the Form
one can store’ may make it more susceptible to automateBorking codeP? remove or modify the cod&€’ from the
attack then the detection countermeasure presented for fomeb-pageX and in the case of included forms simulate its
data in the next section, wher? will not be encoded in the execution by computing a checksutn= h(T;my;:::;;m,,),
document. whereT is the canonical form of the original page with the

In order to ght against reverse engineering of this code, armbde C, and, importantly, without the code present. This
the determination o£’, C can calculate multiple checksumswould ensure that = Z, thus ensuring that the web-server
z! = H (T;), for canonical description; for random subsets does not notice any problems.
X! of the conical version oK °. Only if all of the checksums  To prevent attackers from easily bypassing the checksum
are all correct should the correct page be displayed, thus @ just described, we rely on the security properties of the
attacker must ensure that all checksums have been defeateobfuscator to make it dif cult to recognize and remove the
order to ensure the warning page is not presented. checksum codeC from the web-pageX. Here we come

b) The Case of Forms: We now consider the case ofacross the problem that it is questionable that obfuscators

protecting web forms. This case can be strengthened slighthn make such promises, as there is a strong history in the
because the valu#’ needs not be retrieved by or encoded ihacking community of reverse engineering obfuscated code.
the JavaScript, but rather the computed valumn be sent to Further, as discussed in the related work, the cryptographic
the web server, for validation. research community has shown strong evidence that strong




Page| Mean | Variance | Size
A - Original | 0.969s| 0.002s | 219KB

forms of obfuscation are unlikely to exist. However, it is

here that we take advantage of the fact that scripting code is A - Obfuscated| 1.039s| 0.014s | 225KB
delivered on demand to the browser, that routers are relatively 5 Bo-b?ﬂgmtald 8-22;5 8-88‘218 ;gES

. A . - - uscate . S . S
computatlonal'ly limited, and that whiléhe rec'ogn|.t|on.and C - Original | 0.234s| 0000s | 65KB
removalof C is feat that humanscan accomplishwith time C - Obfuscated| 0.179s| 0.000s | 65KB
andpractice currentlycannotbeimplementedn anautomatic TABLE |
process. AVERAGE LOAD TIMES (SECONDSY FOR SAMPLE PAGES FROM THREE

Therefore, to complete our countermeasure we have tR@PULAR SITESAND OBFUSCATED COPIES TIMES WERE MEASURED TEN
. TIMES.
server randomly re-obfuscating the document sent out on a
regular and timely basis. Thus evetime units the server re-

-
obfuscates the web-page’ using new randomness and starts page| Time | HTML Size

serving the newer version. When it receives form data from A - Obfuscated| 1.025 | 77KB
the obfuscate web-page it computes the checksum with respect B - Obfuscated| 0.174 | 36KB
to the obfuscated source. More speci cally, in time peripd C - Obfuscated] 0.022 | 5KB
the server would comput&? « O(X'r;), wherer; are the TABLE Il

SERIALIZING AND HASHING TIMES (IN SECONDQ FOR SAMPLE PAGES

random coins used by the obfuscator at ittetime period. It FROM THREE POPULAR SITE COPIES THAT WERE OBFUSCATED

would then serve the web-pag¥ in place ofX° during the
ith time period. Upon receivingiy;---;m,;z from a client
it will check thatz = 2 wherez® = h(7%m9Y;::;;m?), and
T? corresponds to the canonicalized version of the JavaSctiifectively. This is because the Form Forking code is not
and HTML that the server sent of the web-patje dependent on the source of the original page, other than for it

The likelihood that an adversary can de-obfuscdfe« o have a</body> tag, somethingthat cannotbe obfuscated
O(C||S;r;) in real-time on a router, are minimal. Further, ifhy de nition of the JavaScriptanguage.

an adversary manages to de-obfuscéfén some timet” > t,

p . . i 3) Analysis and Operability: \We tested a prototype imple-
a new obfuscatiorX i, < O(C|[S;ri11) will be presented \ontation of the obfuscation countermeasure on copies of a
by the server. few login pages from three popular websites that implement

2) Obfuscation Requirements: Since an adversary can aCgacyre posts. We will call them A, B and C. We estimated

cess many obfuscgtions ‘?f the_ same source code by Simglrhead in three conditions (1) when the server must obfus-
querying over a period _of t|m_g, it is essential that the obfusc_@;—ite the JavaScript code on the page they serve, (2) when the
tor produce output that is resilient to automated de-obfuscatlglri'l:',nt renders the obfuscated code in his browser, and (3) when

in the presence of these many obfuscations. Note that thi3 cjient submits the form causing the scripts on the page to
is a property that most obfuscators should provide SeCUrid hashed.

against, as an adversary that has access to obfuscated code

can presumably re-obfuscate the obfuscated code as M3 uscator was used to obfuscate the script. Overall, it did not

times as it wishes . This provides the adversary with as many long to obfuscate a single page's embedded JavaScript,

obfuscated versions Of. the orlg!nal code as it may need. taking less than two seconds on a 2.0GHz MacBook. Obfus-
As for the obfuscation requirements themselves, our as-

o : Cating larger scripts would require a bit more time, but should
sumption is only that the obfuscated version ©f cannot . .
. . . . ... be managed easily by a server who must process this merely
be recognized, giveiX', in an automated fashion (or with

human help) in less thantime-units. We note that with the once an hour.. .
performance measurements we have in the following section, ?) Rendering the Obfuscated Code: Copies of both the
it is reasonable to considertime-units to be on the order ©Pfuscated and un-obfuscated code were loaded in Firefox

of several minutes. Based on modern-day obfuscators, tfi8-0-3 and timed using the FireBug plug-in (version 1.05)[26].

seems to be a reasonable security assumption, even if there'atg PIUg-in shows a chart of all resources loaded and the total

questions of whether or not obfuscators can achieve the strdfige (and size) required. In all cases, any overhead incurred
security requirements against more traditional cryptograptﬁé‘ the JavaScript obfuscation is far Igss than load times due to
adversaries [24]. In fact, this seems like a practically tunagf¢tWork latency used when transferring data over the network
parameter for even relatively weak obfuscation systems. TREloading resources from cache (see Table I).

largely reduces many of the incentives for attackers to use ¢) Script Hashing and Submission: \We used a standard
script injection. SHA1 implementation de ned in Java-Script, and provided all

Finally, note that it is the obfuscation combined with &f the “in submission” form's elements concatenated (in order)

consistency hash in this countermeasure that makes it effectiyéh all of the script elements of the page serialized into a
Obfuscation alone would not be an effective countermeasufdiing. Times vary depending on how much data is in-line on
For example, if one simply obfuscated the source our Forf€ Page (Table Il), but times are suf ciently fast that users are
Forking code would attach itself to obfuscated code just H#§likely to notice. Times are again calculated on a 2.0GHZ
it would to readable code, and it would function just aéPple MacBook.

a) Obfuscating the code: The Stunnix [25] JavaScript



var serializer = new XMLSerializer(); web browsers telling the software to use a proxy. By adding

var res = "zerialiiedi\“"i TinyProxy in front of Privoxy, these instructions are added
var scps = ocumen . f
.getElement sByTagName ("script™); f_or all HTTP requests regardless of clients' proxy con gura-
for(var x = 0; x < scps.length; x++) f{ tion settings. We con gured OpenWRT's NAT (IPChains) to
try { ] Lisel) forward all HTTP traf c through TinyProxy.
scps[x].normalize(); . .
ros 4+- serializer 'ITmyF"roxy forwards all HTTP.requests through Privoxy,
.serializeToString(scps[x])+"\n"; which in turn contacts the desired HTTP server. When a
} catch(e) { response arrives, Privoxy runs lters on the web page that are

;e e speci ed in the form of regular expressions. We implemented

} a simple regular expression that searches for <hieody>
tag in the HTML (usually at the very end of a web page).
Fig. 4. JavaScript to create a canonical form of a page's scripts in Firefdd/hen found, it inserts a block of JavaScript just before the
</body> tag. This injects our Form Forking JavaScript code
into all HTML pages (see Section IV). When run, the attacking
d) DOM Serialization: In order for the cod€ to be able JavaScript code simply attaches to all forms on the page,
to calculate a hash of a canonical form of the current web-paggsuring that all form submissions are run through the forking
it needs to be able to access a description of the current webde before being submitted. This code is non-trivial and
page. This is done through the browser's Document Objeastolved through many different techniques.
Model (DOM), which provides a hierarchical data-structure
that represents the current web-page. We collect all of tRe General JavaScript MITM Attack
scripts through the DOM, and then use the XML serializer The basic principle we propose involves JavaScript that on
to convert them into strings to be hashed. See Fig. 4 ffyrm submission copies it and submits the data to an attacker's
some sample source. There is an expectationahdirowsers server. This attack comes in two phases: (1) locating the form
will provide the same canonical form, otherwise checksunahjects in the browser's Document Object Model (DOM), and
computed by clients and browsers will not match up, evegR) capturing submit events to trigger form duplication and
when no Form Forking attack is present. The countermeasun@ltiple submissions.
developer must ensure this is the case. This may possiblyl) Hijacking the Forms: Immediately upon encountering
involve modifying the default serialization code, if necessargur script, the target's web browser will enumerate all HTML
Alternatively, the web server can calculate its checksum to bgrms in the web page's DOM, running outijack ()
consistent with the browser it is communicating with. Eithefunction on each HTML form (Figure 5). In short, our script
option is viable. takes over theonsubmit event with aleech () function,
setting it up to copy and submit the form data to the attacker's
server. Following that, any code that was in #hesubmit
Our proof-of-concept implementation relies on the use eent before is executed so that the form runs like it did before.
two technologies: the OpenWRT project [27] to perform The leech () function (Figure 5) Additionallyleech ()
Linux-style modi cations on a wireless router, and JavaScriphust be sure that the legitimate form is submittéds not
appended to each web page that “trawls” for form submissiotigfore the copy has finished submission.
We will rst describe how we modi ed a wireless router to Lines 15-49 of Figure 5 show JavaScript code for the
manipulate the HTTP responses that pass through it. Nexgech () function, which is triggered last before a form is
we will describe what modi cations were made in the HTTRBubmitted. This function is somewhat complex since it must

IV. FORM FORKING IMPLEMENTATION

responses. on the y create a hidden frame, deep-copy the target form,
modify the copy of the form, then submit the copy of the form.
A. Our Setup It takes a second parameter that is a closure containing the

We acquired a Linksys WRT54GL router and installegreviously de nedonsubmit code. A timeout is set by this
OpenWRT (White Russian development branch), which funfiinction to delay execution of the olhsubmit code until
tions similar to the manufacturer's software. We customizetie hijacked copy is given a chance to submit its data to the
it by installing two proxy servers: TinyProxy [28] to transparattacker's server. When the timeout executes, it simulates the
ently proxy all HTTP traf ¢ and Privoxy [29] to manipulate onsubmit handler by evaluating the old code it contained,
all web pages received by the router's clients (Figure 2). When if the result is not false, the original form submission is
note that many other brands, Linksys/Cisco, D-Link and Defliggered using the submit () method.
to name a few (see [30] for a complete list), produce routerslt is important to note that there is an option of trawling the
that can be re- ashed with images created from OpenWRJata either before or after the web-script, associated with the
and thus are just as susceptible. given form, has a chance to do any data validation. Obtaining

TinyProxy was needed since Privoxy does not run ithe data the victim actually types is more useful than obtaining
transparent proxy mode. This means that to use the rowatidated data that might result from the web-script, since an
with only Privoxy, clients must specify proxy settings in theiattacker would most likely use stolen credentials in the same






A few positive results on the obfuscation of point functionsf full SSL connections. Further, the countermeasure is de-
have been shown based on varying strengths of cryptograppicyable without any modi cation to the client, a necessity
assumptions and models [34], [35], [36], but this is not theofpr most real-world security products considered by web
on which commercial obfuscators are currently based. Rathegrvice providers. Finally, deployment of the countermeasure
the commercial obfuscators used in practice tend to be baggda small number of popular sites might allow general
on the types of heuristic transforms described by Collberg et mlenti cation of infected routers, providing a larger security
[20] and Beaucamps and Filiol [37]. Due to the fact that sudervice to the Internet community.
techniques are not provable, there is a necessity to considewe point to the need to for the research community to
metrics to measure their effectiveness, and Anckaert et al. [38pk at the potential of malware infected home routers to
have provided initial metrics. We note that virus writers havgerform other forms of attacks (i.e., not script modi cation
been using obfuscated JavaScript to their advantage, andatacks) and corresponding defenses should be considered.
the detriment of Anti-Virus software [39]. Similarly, the ability to detect and protect home routers from
Because a script modi cation attack requires the installatianalware infection. As stated earlier, we see the need for
of malicious software on the router, one can consider malwaspeci c research on these devices, it is not enough to suggest
defense strategies for the routers. While there has beenhat previous PC technologies will suf ce.
considerable amount of work put in to malware defense on
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number of, IP addresses. Once noticed, connections from such
servers could be terminated. However, with one-way MITM
attacks, such as Form Forking, this is no longer the case, as
the attacks will all come from legitimate users IP addresses.

While the Form Forking attack proposed herein was imple-
mented for demonstration and testing purposes on a home-
router, and was therefore unlikely to suffer from the problem
of intercepting communications between the client and server
in both directions, the fact that this attack needs to only
manipulate traf ¢ in one direction means that any insecure
router or gateway that sees much traf c could perform this
attack (assuming that it has the ability to modify traf c).



