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Cross-Site Scripting (XSS):
It’s still a problem even though we have solutions.



First: Who’s this guy in front of you?









Overview

• A Brief History of The Web 
• … and its Security Model,
• … which isn’t secure.
• Origin Laundering
• FINALLY: Cross-Site Scripting
• Provenance and Control



A Brief History of the Web



Documents

…



Hyper-transferring hyper-text hyper-docs

( http://137.112.40.20/~stammsl/revolutionary-paper-is-here )

GET /~stammsl/revolutionary-paper-is-here HTTP 1.0

HTTP 200 OK
[lots of data here]



…

Documents,
But Better!



Documents,
But Better!

…



Documents, but 
Betterer!



Pretty documents



Pretty documents



Interactive Documents

Brendan Eich
( Invented JavaScript )

<img onclick=“window.alert(‘ouch!’);”>

<form action=“http://secret.com/putithere”>
  <input type=“submit”
         onclick=“window.validate(this);”>
</form>



Interactive Documents in Many Pieces

http://scriptlibrary.com http://styleez.com

http://sidstamm.com



Documents made of many documents!



Thin-Frame Attack



Setting a Boundary

• SAME ORIGIN POLICY



Documents have become
Interactive apps that we still pretend are documents



Documents are now:
Interactive apps that we still pretend are documents
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Bonus Lesson: Web browsers are also web 
pages!

Yep!  That’s a web page.

The “real” page is in a frame!



Origin, Referer, etc

• Same Origin Policy isn’t gonna save you
• No matter where stuff comes from



Origin vs Principal

http://scriptlibrary.com http://styleez.com

http://sidstamm.com

http://mycoolwebsite.com



Origin vs Principal

http://scriptlibrary.com http://styleez.com

http://sidstamm.com

http://mycoolwebsite.com



Origin Laundering

http://scriptlibrary.com http://EVIL.com

http://mycoolwebsite.com



Cross-Site Scripting (XSS)



Cross-Site Scripting (unwanted injection)

http://search-it.com/

What do you want?

Search

puppies



Cross-Site Scripting (unwanted injection)

http://search-it.com/?q=puppies

0 results found for “puppies”.

Did you mean “cats”?



Cross-Site Scripting (unwanted injection)

http://search-it.com/

What do you want?

Search

<script>alert(‘woah!’);</script>



Cross-Site Scripting (Reflected)

http://search-it.com/?q=<script>alert(‘woah!’);</script>

0 results found for “”.

Did you mean “cats”?

woah!



Cross-Site Scripting (Reflected)

http://search-it.com/?q=puppies

0 results found for “puppies”.

Did you mean “cats”?



Cross-Site Scripting (Reflected)

http://search-it.com/?q=<script>alert(‘woah!’);</script>

0 results found for “”.

Did you mean “cats”?

woah!



Cross-Site Scripting (unwanted injection)

http://search-it.com/?q=dogs

0 results found for “dogs”.

Did you mean “cats”?

Is “cats” wrong?  Suggest a result when someone searches “dogs:”

Put in Database

<script>alert(‘woah!’);</script>



Cross-Site Scripting (Persistent)

http://search-it.com/?q=dogs

0 results found for “dogs”.

Did you mean “”?

woah!



Why is this bad?

• Mostly: Information Theft
• Also: Resource (computation/memory) Theft 



So what do we do?



Provenance and Control

• Filtering Scripts (reflected) is hard!
• But we do it anyway… poorly.



Provenance and Control

• Filtering Scripts (reflected) is hard
• Mutual approval for remote sources (library import) is expensive

may I?

ask bob

may I?

NO!

policy

He said no.

Really?

NO!



Provenance and Control

• Filtering Scripts (reflected) is hard
• Mutual approval for remote sources (library import) is expensive
• How about a finer-grained set of rules?



Provenance and Control

• Filtering Scripts (reflected) is hard
• Mutual approval for remote sources (library import) is expensive
• How about a finer-grained set of rules?

Content Security Policy 
To the rescue!



What is “Content Security Policy”?

• Document “Good” behavior... 
• Suppress the “Bad”



How?

• Content Rules & Regulations

• Specify a “Normal Behavior” Policy

• Catch and Block Violations

<HTML>

Content Policy

Specify Rules Enforce Rules



The dark history of CSP

• April 2005
Gervase Markham 
http://www.gerv.net/security/content-restrictions/

Gerv

http://www.gerv.net/security/content-restrictions/


CSP

• June 2006
Robert “RSnake” Hansen
http://ha.ckers.org/blog/20060601/conten
t-restrictions-and-xss/

RSnake
Gerv

http://ha.ckers.org/blog/20070811/content-restrictions-a-call-for-input/
http://ha.ckers.org/blog/20070811/content-restrictions-a-call-for-input/


CSP

• August 2007
RSnake again
http://ha.ckers.org/blog/20070811/conten
t-restrictions-a-call-for-input/

RSnake
Gerv

http://ha.ckers.org/blog/20070811/content-restrictions-a-call-for-input/
http://ha.ckers.org/blog/20070811/content-restrictions-a-call-for-input/


CSP

• Dec 2007
Brandon Sterne (Site Security Policy)
http://people.mozilla.org/~bsterne/content-security-
policy/details-0.1.html

bsterneRSnake
Gerv

http://people.mozilla.org/%7Ebsterne/content-security-policy/details-0.1.html
http://people.mozilla.org/%7Ebsterne/content-security-policy/details-0.1.html


CSP

• July 2008
IUCS TR669: Immigration Control for Web 
Pages

• August 2008
Content Security Policy Add-On

bsterneRSnake
Gerv



CSP

• Jan 2009
Detailed Specification
https://wiki.mozilla.org/Security/CSP/Spec

Everybody

sidbsterneRSnake
Gerv

https://wiki.mozilla.org/Security/CSP/Spec


CSP

• August 2009
Discussion frenzy cools down

sidbsterneRSnake
Gerv

Everybody++



CSP

• October 2009
First preview implementation

sidbsterneRSnake
Gerv

Everybody++



CSP

• March 2011
Firefox 4 Launch

• August 2011
Chrome ships CSP

sidbsterneRSnake
Gerv

Everybody++



CSP

• August 2011
W3C AppSec Working Group chartered

sidbsterneRSnake
Gerv

Everybody++ AppSec charter



CSP

• June 2012
CSP 1.0 Draft Last Call (stable spec)

sidbsterneRSnake
Gerv

Everybody++ CSP 1.0 
Last Call

AppSec charter



CSP
sidbsterneRSnake

Gerv

Everybody++ CSP 1.0 
Last Call

AppSec charter



CSP in a small amount of detail



Step 1:  Smooth Edges

• Scripts served in files (not inline)
- “javascript:” URIs
- <tag on*=...> event registration
- text nodes in <script> tags

• Establish Code / Data Separation
- eval(“foo”) and friends



Step 2: Content Restrictions

• Block requests for all resources 
... unless explicitly allowed by a policy!



Step 3: Safety

• Sites only request explicitly allowed resources

• Injected inline scripts don’t run

• Content homogenization (mixed content control)

• Violation reports = early alert



Google’s CSP

object-src 'none’;
base-uri 'self’;
script-src 'nonce-6VkEPITNuNAeaYj1aWDFig' 
'strict-dynamic' 'report-sample' 'unsafe-eval' 
'unsafe-inline' https: http:;
report-uri https://csp.withgoogle.com/csp/gws/fff



Twitter’s CSP

• connect-src 'self' blob: https://*.pscp.tv https://*.video.pscp.tv https://*.twimg.com https://api.twitter.com https://api-stream.twitter.com 
https://ads-api.twitter.com https://aa.twitter.com https://caps.twitter.com https://pay.twitter.com https://sentry.io https://ton.twitter.com 
https://twitter.com https://upload.twitter.com https://www.google-analytics.com https://accounts.google.com/gsi/status 
https://accounts.google.com/gsi/log https://app.link https://api2.branch.io https://bnc.lt wss://*.pscp.tv https://vmap.snappytv.com 
https://vmapstage.snappytv.com https://vmaprel.snappytv.com https://vmap.grabyo.com https://dhdsnappytv-vh.akamaihd.net 
https://pdhdsnappytv-vh.akamaihd.net https://mdhdsnappytv-vh.akamaihd.net https://mdhdsnappytv-vh.akamaihd.net 
https://mpdhdsnappytv-vh.akamaihd.net https://mmdhdsnappytv-vh.akamaihd.net https://mdhdsnappytv-vh.akamaihd.net 
https://mpdhdsnappytv-vh.akamaihd.net https://mmdhdsnappytv-vh.akamaihd.net https://dwo3ckksxlb0v.cloudfront.net 
https://media.riffsy.com https://*.giphy.com https://media.tenor.com https://c.tenor.com ; default-src 'self'; form-action 'self' 
https://twitter.com https://*.twitter.com; font-src 'self' https://*.twimg.com; frame-src 'self' https://twitter.com https://mobile.twitter.com 
https://pay.twitter.com https://cards-frame.twitter.com https://accounts.google.com/ https://client-api.arkoselabs.com/ 
https://iframe.arkoselabs.com/  https://recaptcha.net/recaptcha/ https://www.google.com/recaptcha/ 
https://www.gstatic.com/recaptcha/; img-src 'self' blob: data: https://*.cdn.twitter.com https://ton.twitter.com https://*.twimg.com 
https://analytics.twitter.com https://cm.g.doubleclick.net https://www.google-analytics.com https://maps.googleapis.com 
https://www.periscope.tv https://www.pscp.tv https://media.riffsy.com https://*.giphy.com https://media.tenor.com https://c.tenor.com 
https://*.pscp.tv https://*.periscope.tv https://prod-periscope-profile.s3-us-west-2.amazonaws.com https://platform-lookaside.fbsbx.com 
https://scontent.xx.fbcdn.net https://scontent-sea1-1.xx.fbcdn.net https://*.googleusercontent.com; manifest-src 'self'; media-src 'self' 
blob: https://twitter.com https://*.twimg.com https://*.vine.co https://*.pscp.tv https://*.video.pscp.tv https://dhdsnappytv-
vh.akamaihd.net https://pdhdsnappytv-vh.akamaihd.net https://mdhdsnappytv-vh.akamaihd.net https://mdhdsnappytv-vh.akamaihd.net 
https://mpdhdsnappytv-vh.akamaihd.net https://mmdhdsnappytv-vh.akamaihd.net https://mdhdsnappytv-vh.akamaihd.net 
https://mpdhdsnappytv-vh.akamaihd.net https://mmdhdsnappytv-vh.akamaihd.net https://dwo3ckksxlb0v.cloudfront.net; object-src 
'none'; script-src 'self' 'unsafe-inline' https://*.twimg.com https://recaptcha.net/recaptcha/ https://www.google.com/recaptcha/ 
https://www.gstatic.com/recaptcha/ https://client-api.arkoselabs.com/ https://www.google-analytics.com https://twitter.com 
https://app.link https://accounts.google.com/gsi/client https://appleid.cdn-
apple.com/appleauth/static/jsapi/appleid/1/en_US/appleid.auth.js  'nonce-
MWViM2RhODItMDJiYS00M2Y0LWJlZTAtYWRmZTdkYjU5MWE2'; style-src 'self' 'unsafe-inline' https://accounts.google.com/gsi/style 
https://*.twimg.com; worker-src 'self' blob:; report-uri https://twitter.com/i/csp_report?a=O5RXE%3D%3D%3D&ro=false



What’s Next?



Can we automatically apply CSP?

• Kind of.

• Lots of “inline” script usage.

• TONS use scripts from other origins – hard to predict.

"Injecting CSP for Fun and Security", Christoph Kerschbaumer, Sid Stamm, and 
Stefan Brunthaler. 2nd International Conference on Information Systems Security 
and Privacy (ICISSP)' February 2016. Rome, Italy.

http://research.sidstamm.com/papers/csp_icissp_2016.pdf

http://www.icissp.org/
http://www.icissp.org/


It’s still a problem?

• Yeah, turns out web apps are complicated.  
• Develop CSP rules as you develop a web app!
• Look for weak CSPs to find possible security flaws.
• Security features like CSP are not a substitute for good software 

development practice



Thank you
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